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PABOYASA NPOrPAMMA YYEBHOW OAUCLMNNUHDI
B1.B.07 UHopmaumoHHasa 6e3onacHOCTb U 3awmTa
nHcopmaumu
1. Koa n HammeHoBaHuWe HanpaBreHUsi NoAroToBKu/cneunanbHOCTH:
01.03.02 NMpuknagHaa matemaTtrka U MHpopmaTmka
2. Mpodmnb nogroroBku/cneymnanmnsauua:

"MNpuknagHas maTeMmaTuka U KOMMNbOTEPHbIE TEXHOMOMMN"
KBanundukaumsa (cteneHb) BbiInyCKHMKA: bakanasp

3. Popma oby4yeHuUs: o4Has
4. Kacdeppa, oTBevawLas 3a peanusaumio ANCLUUNIINHBI:
kKnbepbesonacHOCTU MHPOPMALIMOHHBIX CUCTEM

5. CocTaB1TeNnu NporpaMmmbil:

CacdppoHos Butanui Bnagnmuposwuy, K.T.H., 4OLEHT Kadeapbl knbepbesonacHocTu

MHGOPMAaLMOHHBIX CUCTEM
6. PekomeHaoBaHa:
HMC dakynbteTta MMM, npotokon Ne 5 ot 22.03.2024

7. Y4yebHbIX roa: 2027/2028 CemecTtp(bl): 7



8. Llenu 1 3agayum yyebHOM AUCLUNIUHDI

Llenamn ocBoeHus y4ebHOM AOUCUMMAMHBI  ABNAOTCA:  POPMUMPOBAHME  LENTOCTHOrO
npegcrasneHnsa 06 nHpopmMaunoHHOM 6e30NacHOCTM U 3alinTe AaHHbIX, NOSTyYeHne TEOPETUYECKMX
N NPaKTUYECKUX 3HAHUIN, NO3BONAIOLLMX OCYLLECTBNATbL pa3paboTKy anroputMoB U KOMMbIOTEPHbIX
nporpaMmm ¢ y4eToM OCHOBHbIX TpeboBaHMn NHPOPMaLIMOHHON Be30nacHOCT!.

3agaym y4ebHON UCUUNNNHBI

—MN3y4YeHne OCHOB TEXHONOMMM obecnedeHnss MHPOPMaLMOHHON 6e30NacHOCTH;

—Un3yYeHne MeTOAONOMMIn NPOEeKTUPOBaHMA U peanusaumm cucTeMbl 3awnTbl MHpopMauum, ¢
Y4EeTOM Yrpo3, XapakTepHbIX A4S COBPEMEHHbIX MHTEPHET/MHTPaHEeT-ceTen;

—MNOoSlyYeHNe 3HaAHUN U yMEeHuKn, HeobxoaumbiX ANna  pas3paboTkKm NPOrpamMMHOro U
MHOPMaLNOHHOIO obecrneyeHns KOMMNbIOTEPHLIX CeTEN, aBTOMaTU3NPOBAHHbLIX CUCTEM, CEPBUCOB,
onepaunoHHbIX cucteM M 6a3 [aHHbIX C Y4eTOM OCHOBHbIX TpeboBaHWM WH(OPMALNOHHOM
B6esonacHoCTH

—noslyYyeHne 3HaHUN, HeoBXoANMbIX ANSA SKCMyaTauumn nporpaMm 1 NPorpamMMHbIX KOMMIEKCOB
B obnactu wuHgpopmaumoHHon ©6e3onacHOCTM nNpu  pelleHMn 3agad  npodeccroHanbHom
AeATerIbHOCTN.

9. MecTo yuyebHOM AncumunnuHbl B cTpykTtype OlOI: yyebHaa gucumnnmHa OTHOCUTCS K
yacTtu, hopmumpyemMon y4acTHUKaMmm obpasoBaTenbHbIX OTHOWeEHUI, brioka 1 yyebHoro nnaHa.

10. MnaHupyemble pe3ynbTaTbl 00y4YeHUS No AUcCUMNNUHe/MOAYNIO (3HAHUSA, YMeHuS,
HaBblKK), COOTHECEHHbIe C NNIaHUPYeMbIMU pe3yrbTaTaMu OCBOEHUsi o6pa3oBaTeribHOM

nporpamMmmbl (KOMHeTeHLI,VIFlMVI) n UHANKaTopamMun nx AooCTnxKeHusA

Kog HasBaHwve Koa(bl) NHoukaTopbl(bl) lMnaHnpyemble pe3dynbTaTbl 00y4eHus
KOMNeTeHUUN
CnocobeH  NOAroToBUTH OcyLiecTenser BHaThb:
9r1EMEHTbI [OKYMEHTaLUN, MK-2.1 nnaHvpoBaHue n rotoeut | MNpaBuna NOArOTOBKU 3NEeMEHTOB
NpPOeKTbI nnaHos " nporpammbl  NPOBEAEHWs | AOKYMEHTauuW, MPOeKToB MfaHoB U
nporpamMMbl  NPOBEAEHNS OTAEenbHbIX 3TanoB paboT | nporpamMmbl  NPOBEAEHUs  OTAenbHbIX
OTAeNbHbIX 3Tanos paboT MpoBOOUT 3KCMEPUMEHTHLI | 3TanoB paborT.
MK-2 B COOTBETCTBUU Cc [YmeTb:
NoCTaBMEHHbIMU — OCYLLECTBISATb nnaHMpoBaHue "
MK-2.2 3agadaMy no oTAenbHbIM | roTOBUTb nporpamMmmsl nposefeHnst
oTanam pabot oTAenbHbIX 3TanoB paborT;
— NpoOBOANTb 3KCNEPUMEHTbI B
COOTBETCTBUM c nocTaBeHHbIMM
3aja4aMu No oTAenbHbIM 3Tanam pabor.
CnocobeH  OcyLlecTBUTb MpoBoanT HabnwogeHus n [3HaTtb:
BbINOMHEHNE M3MEpeHUsl, COCTaBnsIET | NpaBunia NPOBELEHUST 3KCMEPUMEHTOB U
9KCNEePUMEHTOB u nx onuncaHune n | ocopmneHuss pe3ynbTaToB UCCNeA0oBaHNUA
MK-3 |ocbopmnte  pesynbTaThbl MK-3.1 dbopMynupyeT BbIBOAbI 1 paspaboTok.
nccnenoBaHumn 7 YmeThb:
paspaboTok npoBoauTbL HabnwaeHWs © U3MepeHus,
COCTaBnsAeT uUx onvcaHue n copmynmpyeT
BbIBOAPbI.
CnocobeH BbIMOSTHATH PaspabaTbiBaeT BHaTb:
paboTbl MO CO34aHMIO ApPXUTEKTYPY, ousaiiH, | pabotbl no CO3[aHuto n/vnm
(Moandmkaumm), npoToTUM nC, 6a3bl | Mogudukaumu, ynpasneHuto ]
yrpaBneHuio " \naHHbIX 1 WP, cornacHo | conpoBOXOEHWIo UT-peLueHnn, c
CONPOBOXAEHMIO T TeXHUYECKUM MCMONb30BaHMEM COBPEMEHHbIX $3bIKOB
peLueHuiA, C cneundrkaumam, nporpaMmM1poBaHUsI.
MK-5 [ncnonb3oBaHvemM MK-5.1 COCTaBMNEHHbIM Ha [YmeTb:
COBpPEMEHHbIX A3bIKOB nporpamMmHble paspabaTbiBaTb apXMTEKTYPY, AN3alH,
nporpamMmmMmunpoBaHnA, KOMMOHeHTbI, WP wn wux npotoTtun VC, 6a3bl gaHHbIX n UP,
nakeToB npuKnagHbIX B3anmMoaencTane. COrnacHO TEXHUYECKMM crneLumdukaumnsam,
nporpamm COCTaBfEHHbIM Ha NporpaMMHble
MOOENMPOBaHUS METOO0B KOMMOHeHTbI, IP 1 nx B3aumoaencraue.
napannenbHoi obpaboTku
[aHHbIX
Ocyliectensiet PaspabaTbiBaeT 3HaTb:
KOHLeNTyanbHoe, TeXHMYEeCKoe 3adaHue Ha | KOHUenTyarnbHoe,  (YHKUMOHanbHOoEe U
AK-7 byHKUMOHanbHoe " K-7.2 nporpamMmmHble rnornyeckoe NpOEKTUpOBaHne
noruyeckoe ) koMMoHeHTbl, a Takke NC | MHdOpMaLMOHHbIX CUCTEM.
NPOEKTUPOBAHNE CUCTEM n P YMeTb:
paspabaTbiBaTb TEXHUYECKOE 3agaHne Ha




CpedHEero U  KpynHoro
macLuTaba 1 CroXHOCTM

nP.

nporpamMMHbIie KOMMOHEHTDI, a TakxXe MCu

11. O6bem AMcUMNUHbI B 3a4eTHbIX eanHuuax/yac — 3/108.
dopma NpoMeXyTO4YHOM aTTecTaLuum - 3a4er.

12. TpynoeMKoCcTb N0 BuAam y4ye6Homn paboTbl

TpyooémkocTb (Yachkl)
Mo cemectpam
Bug yyebHom paboTbl B Tom uncre B
Bcero WUHTEPaKTUBHON
cdopme 7
AyOuTOPHbIE 3aHATUS 64 64
B TOM Yuche:
oM Hiche 16 16
neKkumm
MpakTnyeckme 0 0
JlabopaTopHble 48 48
CamocTodTenbHas paboTta 44 44
KoHTponb 0 0
WToro: 108 108
dopma nNpoMexyTOYHON sauet
aTTecTauum 3a4er
12.1. CopepxaHue AUCLMUNIIUHbI
Ne Peanunsauus
n/n pasgena
HaumeHoBaHue pasgena ConepxaHme pasnena AMCLIANMAHbI OUCLMNITUHBI C
AVCLUNITUHBI NMOMOLLIbIO
OHNanH-kypca,
OYMK
1. Nekunn
1.1 BsepeHue B sawmtyKnaccmudumkaums  yrpo3  6esonacHoCcTU.  YS3BMMOCTU
MHpopmaunn. MHOPMaLIMOHHON CUCTEMBI. YTPO3bl HEMOCPEACTBEHHOIO
jocTyna B OnepauuoHHylo cpedy MHMOpMaLUOHHOM
cuctemMbl.  Yrpo3bl 6e30MacHOCTM  MEXCETEBOTO W
npuknagHoro ypoeHs. CtaHgapTel B o6ractu 3awurbl
MHdOPMaLNK,
1.2 [MpuHUunbI NOCTPOEHUS
OpraH13aunoHHbIe, dusnyeckme, nporpamMmmHo-|
cucTem 3aLWnThbI
WHCbOpPMALIMM annapatHble cpeacTtBa  3awmtbl.  MHOroypoBHeBasi
' 3alLmMTa pacnpeneneHHbIX BbIMUCTIUTENBHBIX CUCTEM.
Bb1.B.07
MHdopmaumoHHas
1.3 |OcHoBbI kKpunTOrpaduun. Obuwume ceegeHus. MoactaHoBku. MeToa nepecTaHOBKM. 62:)30rlflaCHOCTbM
OpHopazoBble  6okHOTbI.  OCHOBHbIE  MPUHLUMMBI 33,1112 MHdopMaLmy
KpunTtorpaduu. Anroputmsl c CUMMETPUYHBLIM (01.03.02
Kpuntorpadumdeckum knoyom. MNMoHAaTre o6 anroputmax ¢| MMU)/CadpoHos B.B. -
CUMMETPUYHBIM KpunTorpaduyecknm Knovom. MayuyeHme|  ObpasoaTenbHbilil
peanusauum Ha npumepe wugpa DES. YnydweHHbI nopTan «3rneKTpoHHbIi
cTangapT wmdposaHus AES. Ceprtudukatsl. Mpumep| YrvBepcutet BIY». —
ceptudpukata  X.509.MHppacTpyKTypbl  CUCTEM  C P?”‘”M Aocryna:
OTKPbITLIMM  Krlodamu.  Katanoru.  AHHYyNMpoBaHue https.//eduév/su.ru/cours
cepTUdNKaToOB. '
1.4 |Peanunsauusa MeTooB[3awuTa kopnopaTtneBHbix ceten. O630p cpeacTs 3aWmThI

3alWnTbl  MHpopMaLMK
COBPEMEHHbIX

pacnpeneneHHbIX cuctemax.onepaumoHHbIX CUCTEM. AJ'IFOpI/ITMbI ayTeHTI/Id)I/IKaLI,MM

BMHGOpMaLUMM B cucTeMax C  pacrnpeaeneHHomn
obpaboTkon. Mopgenn ©e3onacHocTn OCHOBHbIX|

nonb3oBatenien. AyTeHTMduUKaums nonb3oBaTenen npwu
yaaneHHoMm goctyne. [MpoTokonbl yaaneHHoro gocrtyna
nonb3oBaTenil K KOMMbHOTEPHOM cucteme. MeToabl M
cpeacTtBa 3awWmTbl MHGOPMaUUK B CeTU. TexHosorus

BupTtyanusaumm.  Ob6ecnevyeHne  6e3onacHOCTM B




obnauvHbix nnatdgopmax. besonacHocTe O6nayHbIX
nnatgopm. UMHTEpHET Bellen, MOOUMbHbIE U HOCUMbIE
YCTPOWCTBA.
2. llabopaTtopHble paboTbl
2.1 BeepgeHue B 3awutyCeteBon ayant MS Windows. CeTeBol ayauT ceTeBow b1.B.07
nMHopMaLK. MHPaCTPYKTYpSI WHpopmaLmoHHas
6e3onacHoOCTb 1
2.2 |OcHOBbI KpynTOrpaduu. MogenupoBaHue  YCTOWYMBOCTM  KpUNTOrpadmyecku 33”“”T("(’);”'(')‘§%p2“"a”””
npeobpasoBaHHOro coobuweHus. Kpuntorpadmueckne [IMU)/CadbpoHos B.B. -
peLleHns B MHPOPMALUMOHHbBIX CUCTEMAX. O6pasoBaTerbHbIA
2.3 |Peanusauns MeTofoBAHaNM3 6e30nacHOCTN CeTeBON NHPPACTPYKTYPLl AYAUT| nopran «3nekTpoHHbIii
3alUTbl  MHOPMAUMM  BCETEBON MHMPACTPYKTYPbl MHMOPMALMOHHBIX CUCTEM.| yHusepcuteT BIY». —
COBPEMEHHbIX O6nayvHble TEXHONMOrMM W peLleHusl BUpTyanu3aumuM B Pexum gocryna:
pacnpegeneHHbIX CucTeMax.MHPOPMaLMOHHBIX CUCTEMAX. https://edu.vsu.ru/cours
el.
12.2. Tembl (pasgenbl) AUCUUNIIUHBLI U BUAbI 3aHATUN
Ne HaumeHoBaHue Buabl 3aHATMI (YacoB)
n/n | pasgena aucunniuHbl
Nekunn | Mpakr. | Na6. pa. CamoctodatenbHast | KoHTponb Bcero
paboTta
1.1 BeegeHne B  3awury
MHdOpMaLIUW. 4 0 8 8 0 20
1.2 MpuHUMNbl  NOCTPOEHMS
cucTem 3aLmnThI
MHpopmaunn. 4 0 0 10 0 14
1.3 |OcHoBbI kpunTorpadumn. 4 0 24 14 0 42
1.4 Peanusauus MeTon0B
3awnTebl MHopMaumm B
COBPEMEHHbIX 4 0 16 12 0 32
pacnpeneneHHbIx
cucTemax.
Wtoro: 16 0 48 44 0 108

13. MeToanyeckme ykasaHusa ans obyyarowmxcsi No OCBOEHUIO AUCLUNIIUHDI

OcBoeHMe ANCUMNNNHBI BKNHOYAET B cebsi NEKUMOHHbIE 3aHATUSA, nabopaTopHble3aHATUS
M camocToATenbHyl0 paboTy obyvawwmxcs. Ha nepBom 3aHATUM CTydeHT nony4vaer
MHpopmauuio ons 4OCTyna K KoMnnekcy y4ebHO-MeToanYeCcKMx MaTepmarnos.

JIeKLMOHHbIE 3aHATUSA NOCBSLLIEHBI PACCMOTPEHMIO TEOPETUYECKMX OCHOB ANCLUMNITNHDI.
JTaBopaTtopHble 3aHATMS npefHasHadeHbl Ana  (QOPMUPOBaAHMS YMEHWA W HaBbIKOB,
3akpenneHHbix komneteHumsamu no OlMOI. CamocTtoaTenbHas paboTta CTyQeHTOB BKMAOYaeT B
cebqa npopaboTKy yyebHOro matepmana nekumn, paséop nabopaTopHbIX 3agaHUK, NOATOTOBKY K
9K3aMeHYy.

[na ycnewHoro OCBOEHUSI OUCUUNINHBI PeKoMeHayeTcs nogpoOHO KOHCMEKTUPOBAaTb
NEeKUNOHHbLIN MaTepuan, npocMaTpmBaTtb MNpe3eHTauuu (MpyM HanmmMyuu) no COOTBETCTBYHOLLEN
TeMe, n3y4yaTb OCHOBHYIO 1 AOMNOMNHUTENBHYIO NUTepaTypy pekomeHagyemon bubnuorpadun,

Mpn ncnonb3oBaHMM AUCTAHUMOHHBIX OBpasoBaTefibHbIX TEXHOMOMMA U 3NEKTPOHHOIO
oby4yeHna BbLINOMHATbL BCE YyKasaHus npenogasaTtenen no pabote Ha LMS-nnatdopme,
CBOEBPEMEHHO MOAKMYaTbea K online-3aHATNAM, cobnogaTte pekoMergauumn no opraHu3auuu
caMoCToATEeNbHOM paboThl.

14. MNepe4vyeHb OCHOBHOW W [OMNONIHUTENbLHOW nUTepaTypbl, PeCypCoOB MWHTEPHET,
HeobXoAUMbIX ANl OCBOEHUSI AUCLUNSINHbI




a) OCHOBHas nutepartypa:
Ne
n/n

MNcToYHmK

1 |Hectepos, C. A. OcHoBbl MHpOPMALMOHHONM Be3onacHocTu: yuebHoe nocobue / C. A. HectepoB. — 5-e
n3g., ctep. — CaHkr-lNetepOypr : Jlanb, 2019. — 324 c.

2 | Kpakosckui, 0. M. MeToabl 3awumTbl uHpopmauumm : yuebHoe nocobue anga sysos / KO. M. KpakoBCkui.
— 3-e n3g., nepepab. — CaHkr-lMNeTepbypr : JlaHb, 2021. — 236 ¢c. — ISBN 978-5-8114-5632-1.

3 [ApoukuH, B. . MHdopmaumnoHHas 6e3onacHocTb : y4ebHuk / B. . ApouknH. — 5-e n3g. — Mocksa :
Akagemunyeckni MNpoekt, 2020. — 544 ¢. — ISBN 978-5-8291-3031-2.

6) gononHUTenbHas nuTepartypa:
Ne
n/n
4 |®or, HO. [I. CtaHaapTbl nHpopMaumoHHon 6e3onacHocTy ;: yyebHoe nocobue / KO. . dot. — OpeHbypr :
ory, 2018. — 226 c. — ISBN 978-5-7410-2297-9.

5 |Oaeugtok, H. B. MoHUTOpUHI 6e3onacHOCTU MHpOPMaLMOHHBIX CUCTEM ; y4ebHoe nocobue / H. B. daBuatok,
. M. KocmauyeBa. — CaHkT-lletepOypr : MHTepmeaus, 2020. — 116 c. — ISBN 978-5-4383-0204-9.

NcToYHMK

B) UHPOPMALMNOHHbIE 3NEKTPOHHO-06pa3oBaTesibHbIE PECYPChI:
Ne
n/n
6 | SnekTpoHHO-6MbnnoTeyHas cuctema «YHuBepcuteTckas bubnmoTteka online (4oCTyn ocyLlecTBnseTcs no

agpecy: https://biblioclub.ru/);

7 | MHdpopmaumnoHHO-TeNnekoMMyHMKaUnoHHas cuctema «KoHTekctym» (HaunoHanbsHbIn umdpoBon pecype

«PYKOHT»);

8 | OnekTpoHHOo-6ubnuoteyHon cucteme «JlaHb» (OCTYN OcywecTBNSAETCs No agpecy: https://e.lanbook.com/),

9 |3BC «BOOK» (gocTyn ocyuiectenseTcsa no agpecy: https://book.ru).

10 | OnekTpoHHbIV KaTanor HayuHon 6ubnunotekm BopoHexckoro rocyaapcTBeHHOro yHuBepcuTeta. — Pexxum

poctyna: http//:www.lib.vsu.ru.

11 |B1.B.07 NHdopmaumoHHas 6e3onacHocTb v 3awmTta nHdopmaumm (01.03.02 NMMKN)/CacdpoHos B.B. -

O6pa3oBaTernbHbI MopTan «ONeKTPOHHbIN yHuBepcuTeT BI'Y». — Pexum goctyna:

https://edu.vsu.ru/course/.

NcToYHMK

15. NepeyeHb y4yeOHO-MeTOANYECKOrO ob6ecneyeHUs AN CaMOCTOATENIbHON paboThbl

B kayectBe (popmbl OpraHM3auMM  CamMOCTOATESNbHOW  paboTbl  MPUMEHSIOTCSA
MeToAMYECKNE yKas3aHMsa A1 CaMOCTOATENbHOMO OCBOEHUSA U NPUobpeTeHNsa HaBbIKOB paboThbl
CO chneynanumsanpoBaHHbIM  MNporpaMMHbIM - obecnedyeHnem. CamocTodaTenbHaa paboTa
CTYOEHTOB: U3y4yeHne TeopeTMYEeCcKoro Mmatepuarna; NnoarotoBka K nekumam, paborta ¢ yyebHo-
MeTOANYECKON nNuTepaTypon, NOAroTOBKa OTYETOB MO flabopaTopHbIM paboTam, NOArOoTOBKa K
3K3aMmeHy.

Ana obecnevyeHns camoCTOATENbHOM pPaboTbl CTYAEHTOB B JNIEKTPOHHOM  Kypce
ANCUMNANHBI Ha obBpasoBaTenbHOM nopTane « ANeKTPOHHbIN yHuBepcuteT BIY» copmmpoBaH
y4ebHO-MeTOONYECKNA KOMMIIEKC, KOTOPbIA BKMoYaeT B cebs: nporpammy Kypca, yvyebHbie
nocobms u cnpaBo4YHble MaTepuanbl, MeTOOUYECKME YKa3aHuUs MO BbINOSIHEHUIO 3a4aHUn
nabopaTtopHbix paboT. CTyAeHTbl Nony4YatoT 4OCTYN K AaHHBIM MaTepuanam Ha NepBOM 3aHATUU
no AnCUUNIINHe.

16. Obpa3oBaTesibHble TEXHONOIMU, UCMOSb3yeMble Npu peanusauum yyebHomn
OUCLMNIUNHBI, BKNOYasa AUCTaHLUMOHHbIe obpa3oBaTenbHble TexHonoruu (AOT),
3neKTpoHHoe oby4yeHue (J0), cMewaHHOe 0by4YeHue)

AuvcumnnuHa peanua3yeTcss C MPUMEHEHWEM JMEKTPOHHOrOo O0y4eHuMs U OUCTaHUMOHHbIX
obpasoBaTenbHbIX TEXHONOMMN. [Na opraHu3auun 3aHATUN PEKOMEHAOBaH OHManH-Kypc
«b1.B.07 WHdopmauunoHHaa 6esonacHocTb M 3awmTta uHdopmauum (01.03.02 TMWN)»,
pasMeLleHHbI Ha nnatdopme JnekTpoHHoro yHueepcuteTa BIY (LMS moodle), a Takke
MHTepHeT-pecypchl, npuseneHHble B .15 B.11.

17. MaTepmanbHO-TeEXHMUYECKOe obecneyeHne AUCLUUNIINHDI

YyebHas ayaunTopua aOnd npoBeaeHus 3aHATUN  JIEKYUOHHO20 _murna, CeMMHapCKoro Ttwuna,
opraHn3auunm CaMOCTOSATESTbHON pa6OTbI, nHomBuayasribHbiX W TpynnoBbIX KOHcyﬂbTaLlMVI,
TEeKyLEero KOHTpona un npomemyTquon artTecraumm:. cneunanmn3npoBaHHada mebenb, KOMMNbIOTEP



http://www.lib.vsu.ru/

(HOyTOYK), MynNbTUMEANNHoe obopynoBaHue (npoekTop, 3KpaH, cpeactea
3BYKOBOCMNPOU3BEAEHNS), AOMYCKaeTCa NCNOMb30BaHNE NepeHOCHOro obopyaoBaHus.

OC Windows 8 (10), untepHeTt-6paysep (Google Chrome, Mozilla Firefox), MO Adobe Reader,
nakeT cTaHAAPTHbIX OUCHBIX NPUNOXEHUN ansa paboTebl ¢ AoKyMeHTamun, Tabnmuamm (MS Office,
Mown Ocpuc, Libre Office, Notepad ++ (cBobogHoe n/vnn 6ecnnatHoe MN0O), 7-zip (cBobogHoe n/nnm
6ecnnatHoe [M0).

YyebHaa ayguTtopusa aOna NpoBeAeHMs NPaKTUYECKUX 3aHATUW, JabopamopHbix pabom,
opa2aHu3auuu camocmosimesibHou pabomsbi, NpoBeAeHUs Tekylwen U MNpOMEXYTOYHOM
aTTecTauumn: cneynanuanposaHHas Mmebenb, NepcoHarnbHble KOMMbIOTEPDLI AN UHOUBUAYaNbHON
paboTbl C BO3MOXHOCTbI MOAKIHOYEHUS K CeTU «HTEpHET», MynbTUMeannHoe obopyaoBaHue
(npoekTop, aKpaH, cpeacTea 3BYKOBOCMNPON3BEOEHMS).

OC Windows 8 (10), nntepHet-6paysep (Google Chrome, Mozilla Firefox), MO Adobe Reader,
nakeT cTaHAAPTHLIX OUCHBIX NPUNOXEHUN aAnsa paboTbl ¢ AoKyMeHTamu, Tabnmuamm (MS Office,
Mon Odunc, Libre Office), cneunanmsmposaHHoe MO no TemaTuke AMCUMNNAMHBI (QoNyckaeTcs
Aemosepcus unun suptyaneHbin aHanor M0O), Intellij IDEA Community Edition (cBobogHoe n/unu
6ecnnatHoe [M0); Jet Brains PyCharm Community Edition (cBo6ogHoe u/vnn 6ecnnatHoe [10);
Anaconda (cBobogHoe w/vnn GecnnatHoe [10); Maxima (cesobogHoe w/vnun G6ecnnatHoe [10);
Scilab (cBobogHoe n/nnun 6ecnnaTtHoe [10); NetBeans IDE (cBobogHoe u/unn 6ecnnatHoe M0O);
Microsoft Visual Studio Community Edition (cBo6oaHoe wn/unu 6ecnnatHoe 10O); Notepad ++
(cBobogHoe n/vnn 6ecnnatHoe N0); CnpaBoyHo-NpaBoBasa cuctema rapaHT (nuueHsnoHHoe M10);
7-zip (cBobogHoe w/vnun GecnnatHoe [10); Matlab (nmMueHsnonHoe [10); Visual Studio Code
(cBobogHOoe w/nnu GecnnatHoe [10); Apache Spark (csBobogHoe w/unu ©GecnnatHoe [10);
PostgreSql (cBobogHoe n/unn 6ecnnaTtHoe [10), Anylogic (cBo6ogHoe u/unn 6ecnnatHoe M0),
1C:MpegnpusTtue 8.3 (nnueHsnoHHoe 10).

18. OueHo4HbIe cpeacTBa ANA NPOBeAEHUA TEKYLEen U NPOMEeXYyTOYHOW aTTecTaumum

Mopsaok oLeHKn 0OCBOeHUs1 06y4aloLWMMUca y4ebHoOro matepuana onpegensieTc cogepXxaHmem
creaylLWmMxX pasgenos AUCLUUNIIUHDI:

Ne HanmeHoBaHus pasgena KomneTteHuus(n) WHankatop(bl) OueHouHble cpeacTea
n/n ONCUMNIUHBI OOCTMKEHNS
KOMMNeTeHL MmN
1 BsepneHwue B 3auTy UHGOPMaLUK. MK-5 MK-5.1 YCTHBbIV Onpoc, TecT,
MK-7 MnK-7.2 nabopatopHas paboTa
2 |MpuHUMMbI  MOCTPOEHUST  CUCTEM nK-2 NnK-2.1 YCTHbIV onpoc, TecT
3aLLnThl MHOpMaLUN. MNK-2.2
MK-7 MK-7.2
3 |OcHoBbl kpunTOrpadum. MK-3 MK-3.1 YCTHbIV Onpoc, TecT,
MK-5 MK-5.1 nabopartopHas pabota
MK-7 MK-7.2
4 |Peanusauusi  MeTOOOB  3alUMTHI K-2 MnK-2.1 YCTHBIN ONpoc, TeCT,
MHopMaLnn B COBPEMEHHBIX MK-2.2 nabopatopHas paboTa
pacrpeeneHHbIX cucTemax. MK-3 MK-3.1
MK-5 MK-5.1
MK-7 MK-7.2
lMpomexyToyHas aTtTecTaumsi, hopMa KOHTPOrS - 3a4eT MepeyeHb BOMPOCOB
(KMMNe1)

20 TunoBble OLEHOYHble CpeAcTBa U MeToAUYeCKUe MaTepuanbl, onpegensiowme
npouenypbl oLeHUBaHUA

20.1 TeKyLWMN KOHTPOSIb YCNeBaeMoCTH

KoHTponb ycneBaemMocT MO AUCUMMSIMHE OCYLLECTBMASIETCA C  MOMOLLBbK  CreaytoLwmx
OLEHOYHbIX CPeaCTB:
— nabopaTopHble paboThl.



MepeyeHb NnabopaTopHbIX padboT

1

JTabopaTopHas paboTa
Ne1

VMcnonb3ysi BCTpOEHHble cpeacTBa ceteBoro ayauta MS Windows nposectu
NnepBUYHbIA aHaNU3 ceTeBbIX MHTEPENCOB.

JTabopaTopHas paboTa
Ne2

WccneposaTtk cTpykTypy TCP/IP nakeTtoB ¢ NOMOLLBI0 NPOrpaMmbl CETEBOMO
ayauTa.

JTabopaTopHas paboTa
Ne3

Mcnonb3ysa cpeacTtsa Kpuntorpamyeckoro MOAENMPOBaHMSA 1 aHanusa,

BbINOMHMTE Aelwmndpaumnio BXOQHOro coobLyeHuns.
LoatuvftYejeerzAgibeejwzriyazfrkknxefvoxvhanvmsxlizyjzhnxmvhnjwyhnonaf
jgmiunfrbjxnzrrgfkgearfywv.Bnotfrggwesiprgzbvotvwvgomcumozbklszugzsypiz
hslbjtmkngrzggdgpccwkwsiiregk,tsceycoyvuztveukwgktrtvthlugvvgggdonafig
mibengdxhaihrj. HnxUtiivfybte’scfgomiunvehnxngtvfbgeutiivfybterneyoggypefj
oweyprigatsovrvjowetcrkcomsgcuzsbxmkngj,ovhsotvmsofamenergiaysvfblhr
kxpvzrxnie:FWsjNwgsnnoxwejtuvshnilgcrzbzaeGnalorBnjecvbjxnzNnkwugar
Uazjkksotllotditgf.JTkwUkghzdybtygerrattksjzhnxsyeakwgesgiycgzhgovrkvkf
aiozgszbtovrrrbtnzatvknxnotpfakltugrkhogggjbs.HnxktojcsjzegcdiwxxdgtFWsj
Netaocsymhkmgfpuedrysrgkmhkdrdotwsgngtvgelkntvguytne21fkgkgtarlrgexir
afkcihnzrvsizxtutuvrkoerocdstmoltuvzuvarcbdaagizy.

JTabopaTopHas paboTa
Ne4

KpunTtorpaduyeckme peleHms B UHPOPMAaLMOHHbBIX CUCTEMaX.

OcyulectBuTb pa3paboTky nporpamMMbl, OCYLLECTBNSANLWEN Lndpaumo
coobuleHnss Ha ocHoBe anroputma AES. Hanucatb nporpammy, kotopas
OyoeT ocyuwectBnaTe npeobpa3oBaHue 3alMGpPOBAHHOIO COOOLLEHUS K
NCXOOHOMY BUAY.

JTabopaTopHas paboTa
Ne5

AHann3 6e3onacHOCTX ceTeBOW MHAPACTPYKTYPbI.

Ucnonbsys nporpammy WireShark gna nepexsata ceTeBoro Tpadduka
onpegenuTb, KakMMu CEeTeBbIMW MNPOTOKONaMu MONb3yeTcs MnporpammHoe
obecneyeHne nokanbHOro komnbtoTepa. OcyuwectButs nepexsat FTP
Tpadmka, npoaHanuaumpoBaTb €ro M COCTaBUTb OTYET O €ero CTPYyKType,
onucaB AEVNCTBUS NONb30BaTENA HA OCHOBE NepexBayYeHHON MHopMaLnn.

JTabopaTopHas paboTa
Ne6

AyanT ceTeBon MHAPaCTPYKTYPbl UHPOPMALIMOHHBIX CUCTEM.

Wcnonb3ys ceteBon ckaHep NMap ycTaHOBUTb OMNepauuoHHble CUCTEMBI
YCTPOMCTB, MOAKMIYEHHBIX K JIOKANbHOW ceTu nabopatopun. BbisBUTH
agpeca CepBepoB W onpedennTb BEPCMU NPOrpamMHOro obecneveHus,
KOTOpble Ha HMX WHCTanmnupoBaHbl. 1o pesynbTatam paboTbl ckaHepa
COCTaBMUTb OTYET O NporpammMHoM obecneyeHnn JIBC.

JlabGopaTtopHas paboTa
Ne7

O6nayvHble TEXHOMNOrMU 1 peLleHns BUpTyanu3aunm B MHAOPMaL MOHHbIX
cucTemax.

[MocTpouTb  MoOAenb  KOpnopaTtvBHOW  MHAPACTPYKTYpbI
TexHornormm BupTyanusauun. PaccMoTpeTb BO3MOXHOCTb

ncnonb3ys
nepesona

NOCTPOEHHON MoAenu B «obnakay.

TexHonorus nposeaneHus

Bce nabopaTtopHbie paboThl 06513aTeNbHbI ANS BbINOAHEHUS. 3agaHue aBnsieTcsa oowmnm ans
BCEX, BbINOMHAETCS MHAMBMAYANbHO NoA HabnogeHnemM npenogasaTens.

KpMTepMM oueHnBaHusA
oLeHMnBaeTCAa «3a4vTeHO», eClin pa60Ta BbIMOSIHEHA B NOSIHOM 0b6beme (I'IpI/IBe,D,eHbI BCe
3adaHund, 1 OHU nNpaBuIibHble, AaHbI FIOFICHeHI/IFI);

oLueHMnBaeTCA «He 3a4TeHO», pa60Ta BbINOSIHEHA HE MOJSTHOCTLIO UMK B NpeacTaBieHHON

4YacTU MHOrO OLLINBOK.

20.2 NMpomexyToyHaa aTrectauus

hPwpPE

I‘IpomemyTquaﬂ arrTecrtauma no gucuumniimnHe ocCyLlecTBndeTCcA C NOMOLbIO creayrownx
OLUEHO4YHbIX CpenCTB. BOMPOCHI K 3a4eTy.

Mepe4yeHb BonpocoB k 3a4yeTy (KUM Ne1)

Yem

ABNAETCA

UTo ncnonbayeTtcsa AN KOHTPONSA LEeNOCTHOCTU NepefaBaeMblX NO CETSAM AaHHbIX?
UTo rapaHTupyeT AOCTYNHOCTb MHpopMauunmn?

UTto cnocobceTByeT 3awmTe OT BPe4OHOCHOrO NporpaMMHoro obecnevyeHnsa?
HEeCaHKUMOHNPOBaHHOE A0BeAeHue

3awmuaemMon  MHdopmauuu

noTpeduTenen, He MeOLMX Npasa AOCTyNa K 3alumaemMon nHcpopmauymm?

[o
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Uem aBnseTcs nonyvyeHue sawmiaemMon MHGopMaumm 3anmHTEPEeCcOBaHHbIM CyObekToM C
HapyLWeHNEM YCTaHOBIIEHHbIX NPAaBOBbIMW AOKYMEHTAMU UMM COBCTBEHHWKOM, Bnagenbuem
MHdOpMaUuKM Npae unv Npasun 4OCTyNa K 3awuwaemon nigopmaummn?

Uem obecneumBaeTcs 6e30nacHOCTb WMHGOpMaUMM B COOTBETCTBUM C aAKCMOMOW TEOpUM
3awmTbl Hopmaummn?

UTto aBnAeTca 4OCTOMHCTBOM MHOrOYpOBHEBOW NONUTUKM Be3onacHoCTn?

Uto npeacrtaBnsawT cobon npaBuna  pasrpaHuyYeHus  goctyna, obecneudmBatrome
pasrpaHMyeHne OocTyna Mexay MOMMEHOBAHHbIMM CcyObekTamnm W MNOMMEHOBAHHBIMM
obbekTamn?

UTO OTHOCUTCA K aKTMBHbLIM MepaM Mo 3alunTe NHOpMauumn oT yTeukn?

K notepe kakux cBOMCTB MHGOpMaL MM NPUBOAUT BNUSIHME NOMEX NpuU nepegaye nHpopmaumnmn?
Ae pekomeHOyeTCs XpaHUTb Naponn 1 Kpuntorpadumyeckue knoumn ansg Hanbonee HagexHom
MX 3aWmnTbl?

CkonbKo Knto4en ucnonbayeT kpuntocucrema RSA?

K kakomy Tuny wngpos OTHOCUTCA WIMGP NOACTAHOBKW, CTaBSALMA B COOTBETCTBME OLHOMY
CUMBOJTY OTKPbITOrO TEKCTa HECKOSIbKO CMMBOMOB LUMAPTEKCTA, KONIMYECTBO M COCTaB KOTOPbIX
BblBMpatoTca Tak, YToObl HYacTOThl NOABMEHUS BCEX CUMBOJSIOB B 3alLUMAPOBAHHOM TEKCTE Oblnn
OJMHAaKOBbIMN?

K kakomy Tuny wndgpoB oTHocuTCcs wngp Liesaps?

YTto Takoe nmutoBcTaBka?

UTo aABNAeTCcAa HeaoCTaTKOM aCUMMETPUYHbBIX KpUMNTOrpadu4ecknx CUCTEM MO CPaBHEHUIO C
CUMMETPUYHBIMN?

OBHapyXeHue Yyero He MOXeT ABMATLCA NPU3HAKOM NOMbITKU HECAHKLMOHMPOBAHHOMO A0CTyna
K KOMNbOTEPHOW MHGOpMaLMn?

Kakum obpasom moxeT ObiTb obecnedeHa Hambonee HagexHas 3alumTa XpaHsLencs u
obpabaTbiBaemMoK B KOMMbOTEPE MHPOPMALMK OT YTEYKN NO ONTUYECKOMY KaHasny?

K kakomy Tuny BpPeAOHOCHbIX MpPOrpaMm OTHOCUTCHA CaMOBOCMNPOU3BOASALLAACA NporpaMmma,
KoTopasi MOXeT NPUCOEOUHATLCS K APYrMM nporpaMmamMm u dpannam, HO He crnocobHas K
camMopacnpoCTpaHEeHUt0  NyTeM  MHOrFOKPaTHOrO  CaMOKOMWPOBaHUS UM nepejade B
KOMMbIOTEPHbIX CETAX?

K kakoMy Tuny BpeOOHOCHbIX NPOrpaMmM OTHOCUTCS NMporpamMma, BbiNosIHAeMas OOHOKPaTHO B
onpefeneHHbIn MOMEHT BPEMEHUM WM NpU  HacTynfeHUUM OnpeaeneHHbIX YCoBUA U
npegHasHayeHHas [Ona  HapyweHuss paboTbl  KOMMbIOTEPHOW CUCTEMbI, YHUYTOXEHUS,
Moandpukaumm nnmn 6rokMpoBaHus Hpopmaummn?

UTto rapaHTupyeT AOCTYNHOCTb MHopMaumnmn?

[nsa kakon uenn NpUMeHsIoTCa naeHTumnkaumna n ayteHTudmnkaumna?

YTo aBnseTcs npMsHakom, Hanbonee 4OCTOBEPHO yKa3blBalOLLMM Ha Hann4mMe B KOMMNbIOTEPHOM
cucTemMe BpegoHOCHbIX Nporpamm?

Kakas yrposa nmeeTr MecTo, eCcnv LeHHOCTb MHopMauumn TepsieTcs npu ee moaudukaumm
(M3MEHEHWN) UIN YHULTOXEHUN?

UTo noHMmaeTcs nog yTeykon nigopmaumm?

K kakomy Tuny 3awmtbl MHGOPMaLMM OTHOCUTCA AEeATENIbHOCTb MO NpeaoTBpaLLeHuto
nonyyeHns 3awmaemMon MHOPMaLMM 3aMHTEPECOBAHHbIM CYyOBHEKTOM C HapyLleHWeM
YCTaHOBMEHHbIX NPaBOBbIMW OOKYMEHTaMU UM COBCTBEHHUKOM, BnagensuemM mHgpopmaumm
npaB Uy NpaBun 4OCTyNa K 3aluiaemMon nHpopmauun?

Kakon Bug goctyna K MHopmMaumm He OTHOCUTCS K OCHOBHbLIM Buaam goctyna?

UTto aBnaeTca HeQOCTaTKOM OUCKPELMOHHON NONNTUKA?

K noTepe kakoro cBoncTea MHopmaumm NpuBoanT nepexsaTt MHOPMaLIMOHHOro curHana?
Kakne mepbl CnoCcOBCTBYHOT 3alimnTe OT MOBUIbHBIX BPEAOHOCHbIX Nporpamm?

Uem xapaktepumsyeTcst KpMNTOCTOMKOCTb Kpuntorpadudeckoro npeodbpasoBaHns?

Kak HasbiBaeTcs wWnp, wuCnoNb3ywWwmMM MNOACTAHOBKM W MEepecTaHOBKM B KavecTBe
3aNeMeHTapHbIX COCTaBnALWNX?

Kakasi yrposa npuBoguT K noTepe LeHHOCTU MHpopmaLmmn Npu ee pasrnawieHmm?

K kakomy Buay BpegoHOCHOro nporpaMmMHoOro obecnevyeHmss OTHOCUTCA MporpaMmma,
3anyckarowas CKpbITYI0 BHYTPU Kakon-nnbo neranbHOW NporpamMmmbl HECAHKLUWUOHUPOBAHHYIO
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dyHKUMO, obecneyMBalolLlylo BbINONIHEHWE AOENCTBUMWA, HENPeayCMOTPEHHbIX aBTOPOM
neranbHOW NporpaMmmbl?

Uto 4BnNsieTCsS NPU3HAKOM MOMbITKM HECAHKLUMOHMPOBAHHOIO [A0CTyna K KOMMbIOTEPHON
MHopMauunn?

Yto Takoe npuHumnn Kepkrogpdgca?

KakoBbl HEJOCTaTKN CUMMETPUYHbBIX KPUNTOCUCTEM?

UTo Takoe KpMNTOCTOMKOCTb CUCTEM LUMPPOBaHMUS, Kak OHa KONMMYECTBEHHO onpenensaeTca?
Kak ncnonb3yloT napagoke OHEN POXAEHUS OIS KpunToaHanmsa CUCTEM XALMpPOBaHUA?
Knaccudumkauma yrpo3 6GesonacHoCcTM MO BMAy 3awuwaemon oT yrpo3 6e3onacHocTm
UHdopMaLunun.

Knaccudumkaums yrpos 6esonacHoctv no cnocoby peanuaauum yrpo3bl 6€3onacHoOCTH.
Knaccudumkaums yrpos 6e3o0nacHoOCTv No Tuny MHAOPMALMOHHBIX CUCTEM

Knaccudmkaumsa yasBumMocTen nporpaMmMHoro obecneyeHus.

Mpumepbl ya3BMMOCTEN NPOTOKONOB cTeka npoTtokonios TCP/IP.

O6Lwasa xapakTepucTuka yrpo3 6e30nacHOCTH, peanuayembiX C UCMOfb30BaHMEM NPOTOKOSIOB
MEXCEeTeBOro B3aMMoaencTBUs.

Yrposbl TMna «AHanua ceteoro Tpaddukay, « CkaHnpoBaHue cetny, «BbiaBneHne naponsay.
Yrpo3bl Tvna «llogMeHa fgoBepeHHoOro obbekTa cetuy, «HaBasbiBaHWe NTOXXHOro MapLupyTay.
Yrpo3bl Tuna «BHeapeHne noxHoro obbektay, «OTkas B 06CnyxmMBaHumy, «YaaneHHbIn 3anyck
NPUNOXEHNN»

MeToa NoACTaHOBOK M NEPeCTaHOBOK B KpunTorpadgum

OcHoBHble NpUHLMMbI KpunTorpadgun. OgHopasoBble BOKHOTHI.

ANropnTMbl C CUMMETPUYHBIM KPUNTOrpaUYeCcKUM KITHoHOM.

TpounHoe wudposaHue ¢ noMmollbto DES. YnyyweHHbIn ctaHgapT wudgposaHus AES.
Anroputm Rijndael.

Pexunm wndpoBaHHON o6paTHOM CBA3N

KpuntoaHanus

AnropuTMbl C OTKPbITBIM KITHOYOM

Anroputm RSA

KpuntoaHanus anroputma RSA

Lindposble nognucu.

Moanucuy ¢ OTKPLITHIM KITHOYOM

Moanuce MD5

Moanucb SHA-1

NHppacTpyKTypbl CUCTEM C OTKPLITBIMU KITHOYaMW.

IPV4, IPsec.

BpaHamayapsbl

BupTyanbHble YacTHble ceTu

BesonacHocTb B 6ecnpoBOAHbIX CETAX

MpoTokonbl ayTeHTUmKkaumm

Kputepum oueHKN oTBETOB Ha BOMPOCHI 3a4eThbl

[nsa oueHnBaHMsa pedynbTaToB 06y4eHMs Ha 3a4eTe MCMNOMb3YTCA cneayoLwme nokasarenu:

1) 3HaHMEe OCHOB MHOPMaLMOHHON BE30MacHOCTU M 3alnTbl HOPMaLNK;

2) 3HaHMEe OCHOB WCMONb30BaHUA MPOrpaMMHbIX peLleHnin B obnacTM aHanmsa apxuTekTypbl
npeanpuaTus;

3) 3HaHWEe OCHOBHbIX MPWUHUMMNOB MOCTPOEHNA UH(OPMAaLMOHHBLIX CUCTEM C UCMONb30BaHNEM
CpeAcTB 3amTbl MHpopmauuu;

4) ymeHue nNpoBOANTb CPaBHUTESTbHbIN aHanM3 CUCTEM 3aLmMTbl MHOPMaL K,

5) ymMeHne npuMeHsTb CUCTEMHOE W NPUKNagHoe nporpaMMmHoe obecrneyeHne npu cosgaHun
MHAPOPMALMNOHHBLIX CUCTEM U aHanu3e CyLeCTBYIOLLNX;

6) yMeHVe 1Ccnonb3oBaTb COBPEMEHHbIE BblMUCIUTENBbHbIE CUCTEMbI B COCTaBE KOMMbIOTEPHbIX
ceTen ¢ obecnevyeHvem 3aLmTbl MHpoOpMauuu;



7) BnageHne HaBblkaMu NMOCTPOEHMSI CUCTEM BbICOKOW FOTOBHOCTU B COCTaBe pacrnpefenéHHbIX
BblYUCIUTENBHbLIX CETEN C WHTEerpaument obrnayHblX MHAPACTPYKTYP B KOMMbIOTEPHYH CETb C
obecneyeHnem 3awmnTbl MHpOpMaLMK;

8) BnageHne metogamu BHEOAPEHUA CUCTEMHOIO U NPUKNagHOrO NporpaMMHoro obecnevyeHus B
NHOPMALNOHHBbIE CUCTEMBI;

9) BnageHwe HaBblkaMM peLlleHMs CTaHAapTHbIX 3ajadvy 3awWuTbl MHGOpMaUUM C y4eToMm
TpeboBaHNn MHOPMALMOHHON B6e30MacHOCTN.

[nsa oueHmBaHuA pesynbTaToB OOy4Y4eHWs Ha 3a4eTe MCMONb3yeTCs LIKana: «3avyTeHo», «He
3a4TEHOY.

COOTHOLLEHNE NoKa3aTenemn, KpUTEPMEB U LLIKanbl OLleHNBaHUA pe3ynbTaToB obyvyeHns Ha 3adeTe:

Kputepum oueHmBaHnst KoMneTeHuni YpoBeHb chOpMMPOBAHHOCTY LLikana oueHok
KOMMEeTeHLNN
O6yyatowmnca gan npaeBunbHble O0TBEThI HA BCe Bonpockl KUM Ba3oBbIi ypoBEHb U BbILLIE 3auTeHo

(DonyckalTcs He3HauuTenbHble OwWnbkn B TEPMUHOMOrK),
npogemoHcTpupoBan ocsoeHne 50% u 6onee ykasaHHbIX Bbille
nokasartenew, Bce nabopaTopHble paboTbl BbIMOMHEHbI.
Obyyvarowuninca He gaeT nonHele oTBeThl Ha Matepuansl KM v B Hwxe 6a30B0ro ypoBHs He 3auteHo
HUX COOEPXMTCA MHOXECTBO ownbok, B TOM u4ucne no
TEPMUHOMOINK,

npoAeMoHCTpupoBan ocsoeHve meHee 50% ykasaHHbIX Bbille
nokasarenev n/vnm He Bce nabopatopHble paboTbl BbIMOHEHbI.

20.3 ®oHA OLEHOYHbIX CcpeacTB C(OPMUPOBAHHOCTM KOMMNETEHLUUA CTYOEeHTOB,
pekoMeHAyeMbIA ANA NpoBefeHUs AMarHOCTUYeCKuX paboTt

[1K-2 CriocobeH nodzomosumb 3r1eMeHMbI OOKyMEHMauuu, MpOeKmbl M1aHo8 U rpoz2paMmmbl
rpoeedeHuUs omoesibHbIX amarioe pabom
[1K-3 CriocobeH ocyuwecmeumb 8bINOSIHEHUE 3KCEPUMEHMO8 U 0ghopMume pe3yribmamsl
uccrnedogaHul u paspabomok
[1K-5 CnocobeH ebinonHImMe pabombl 1o co3daHur (MoOugpuKkayuu), yrpaeneHur u
conpogoxo0eHuto UT-peweHul, C UCMOMb308aHUEM COBPEMEHHbIX $3bIKO8 [MPO2PaMMUPOBaHUS,
rnakemoes rpuknadHbIX pozpamm ModesiuposaHusi Memoodos rnapasnnesibHol obpabomku daHHbIX
[MK-7 Ocywecmensem KoHuenmyarnbHoe, (QyHKUUOHa/IbHOEe U Jl02UHYecKoe poeKkmuposaHue
cucmem cpedHez20 U KpyrnHo20 macwmaba u crioxXHocmu

MNMK-2 Cnoco6eH NoAroToBUTb 3N1eMeHTbl OKYMEeHTaLUu, NPoeKTbl NNaHoB U NporpamMmbl

npoBeAeHNA oTAeNbHbIX 3TanoB paboT

1. Kakon gOKyMeHT onpeaensieT nonmMTuky MHopMaLMOHHON 6e30nacHOCTM opraHn3aunmn?
a) TexHnyeckoe 3agaHune
b) NMonoxeHne 06 Nb
¢) [JormKHOCTHas MHCTPYKUMS
d) Byxrantepckun otyeT
OtBerT: b) NonoxeHune 06 Nb

2. Kakon n3 nepeyncrneHHbIX JOKYMEHTOB OTHOCUTCH K OpraHn3aunoHHO-pacnopsaMTenbHON
AokymeHTauum no NbB?

a) HCTpyKumsi no pe3epBHOMY KOMMPOBAHWUIO

b) XXypHan y4yeTta nocetuteneu

c) Npukas o Ha3HayeHun oTBeTCcTBEHHOIO 3a Vb

d) TexHu4eckumn nacnopT cepsepa

OrtBer: ¢) Npukas o0 Ha3Ha4yeHn OTBETCTBEHHOrO 3a Nb

3. Kakon pasgen gosmkeH ObiTb BKIOYEH B MPOEKT nyiaHa MepOonpUATUA NO 3aLumnTe nHopmaumn?
a) Cnucok coTpyaHMKOB C UX 3apnnaramu

b) MNMepeyeHb ys3BMMOCTEN N MEPbI MO UX YCTPAHEHUIO

c) Mpadumk oTnyckoB nepcoHana

d) PekBn3anTbl NOCTaBLUMKOB KaHLTOBaApOB



OtBeT: b) NepeyeHb ya3BUMOCTEN U MePbI NO UX YCTPaHEHUIO

4. Kakon JOKYMEHT oMKCMpyeT NopsAoK pearnpoBaHna Ha nHunaeHtol B?
a) PernameHT aHTMBMPYCHOM 3aLUNTbI

b) MonuTtuka pearnpoBaHns Ha MHUNOEHTI

c) [loroBop C MHTEpPHET-NpoBanaepom

d) WTaTHOe pacnncaHue

OrtBerT: b) Nonntnka pearnpoBaHnsa Ha MHUMOEHTHI

5. YUto BKNtoyaeT B cebsa nporpamma nposefeHust BHyTpeHHero ayauTta UB?
a) [NpoBepKy COOTBETCTBUA NONUTMKaM 1 CTaHAapTam

b) O6y4eHne coTpygHukoB paboTte B Excel

c) 3akynky HoBoro obopyaoBaHus

d) OpraHusauuio KopnopaTmBa

OtBerT: a) [NpoBepKy COOTBETCTBUSA NONUTUKAM U CTaHAapTam

6. Kakon JOKYMEHT pernameHTupyeT Nopsiaok OCTyna COTPYAHMKOB K KOH(pUAEHUMaNbHOW
MHopMauunn?

a) MNMonoxeHne 0 KOMMepPYECKON TanHe

b) Tpyooson gorosop

¢) JOmKHOCTHasa MHCTPYKUNS

d) Bce nepeyvncneHHble

OrtBerT: d) Bce nepeyncneHHole

7. Kakon n3 nepeyvncneHHbix anemeHToB HE BxoauT B NnpoekT nnaHa no obecneyenuto Nb?
a) AHanus3 puckos

b) MeponpuaTtnsa no 3awmte gaHHbIX

c) brogxeT Ha NpasgHUYHbIE MEPONPUATUS

d) KoHTponb BbinonHeHus TpeboBaHnn

OrtBerT: c) brogxeT Ha NpasgHUYHbIE MEPONPUATUS

8. Kakon gokyMeHT onpegensieT nopsaok pe3epBHOro KONMPOBaHUS LaHHbIX?
a) PermameHT pe3epBHOro KONMpoBaHUS

b) MonuTtuka naposibHOW 3aLWMThbl

¢) NHcTpyKumsa no noxapHom 6e30nacHoOCTU

d) JJorosop apeHabl NOMeLeHUs

OtBeT: a) PernameHT pe3epBHOro KONMpoBaHus

9. Kakon atan paboT no 3awmTte nHopmauun BkoyaeT pa3paboTKy NOMUTUK U PErfiaMeHTOB?
a) MogrotoBUTENBHLIN

b) OkcnnyaTtaumoHHbIN

c) 3aBepLuaroLmi

d) KOHTpOnbHbIV

OrtBerT: a) NoarotoBUTENbHbLIN

10. Kakon goKkymMeHT domMkcupyeT 30Hbl OTBETCTBEHHOCTU 3a VB B opraHmM3aunmn?
a) MNMonoxeHwne o nogpasaeneHnn b

b) MNMpwukas o pacnpeaeneHumn obsa3aHHOCTEN

¢) JOMKHOCTHbIE NHCTPYKLNN

d) Bce nepeuvncneHHble

OrtBerT: d) Bce nepeyncneHHole

11. Kakon 13 nepeyncneHHbix OKyMeHTOB HE OTHOCKMTCA K NPOEKTHOM AoKyMeHTauum no Nb?
a) TexHuyeckoe 3agaHune Ha C3U

b) OTyeT 0 npoBegeHHOM ayauTe

c) Nporpamma TeCcTUpoBaHUS 3aLMTHbIX Mep



d) MNMnaH aBakyauumn npu noxape
OtseT: d) [naH aBakyauuu npu noxape

12. Kakon pasgen gomkeH 6biTe B nporpaMmme obyyeHns cotpygHukos no NbB?
a) OCcHOBbI 3aLLNTbl NEPCOHANbHbLIX AAaHHbIX

b) MpaBnna ncnonb3oBaHWs KOPNOPATUBHOW MNOYThI

c) dencteusa npu obHapy>xeHun yrpo3

d) Bce nepeuncneHHble

OrtBerT: d) Bce nepeyncneHHole

13. Kakon gokymeHT onpeaensieT NopsgoK YHUUTOXEHUS Hocutenen nHgopmawumm?
a) PernameHT yHUYTOXEHUS JaHHbIX

b) MonuTtuka xpaHeHns apx1MBoB

c) MHcTpykuua no ybopke oduca

d) [lJoroBop C KNMHMHIOBOW KOMMAHWNEN

OtBeT: a) PernaMeHT YHUYTOXEHUS AaHHbIX

14. Kakon anemeHT HE BKno4aeTcs B NPOEKT NfaHa no 3awurte nHgpopmaummn?
a) Cpokn BbINOSIHEHNA MEPONPUATUI

b) OTBeTCcTBEHHbIE NMLA

c) brogxeT Ha peanusauunto

d) MeHto cTonoson

OtBerT: d) MeHto cTonosou

15. Kakon OOKyMEHT pernameHTMpyeT nopsagok paboTbl ¢ nepcoHanbHbIMU JaHHBIMN?
a) Monutuka obpaboTkm MNMOH

b) MonoxeHne o paboTe ¢ KNMneHTamu

c) PernameHT goctyna B UHTEPHET

d) VIHCTpyKkuma no oxpaHe Tpyaa

OrtBerT: a) Nonntnka obpaboTkm MNAH

MNK-3 Cnoco6eH ocywecTBUTL BbIMOSIHEHUE IKCNEPUMEHTOB U OhOPMUTL pe3yribTaTbl
uccrnenoBaHuM U paspaboTok
1. Kakon aTtan akcnepvmMeHTa no oueHKe yA3BUMOCTEN BKNtoYaeT cObop AaHHbIX O cucteme?
a) MogroToBUTENBHLIN
b) AHanuTnyeckui
c) 3asepLiaroLmi
d) JokymeHTupoBaHue
OtBeT: a) NogrotoBUTENBHLIN

2. Kakon meTopq ncnonb3dyeTcs Ans oueHkn 3pPekTMBHOCTU 3aLLUTHBIX MEXaHU3MOB?
a) TecTupoBaHue Ha NPOHNKHOBEHME

b) AHkeTupoBaHMe COTPYOHUKOB

¢) AHanu3 oMHaHCOBOM OTYETHOCTU

d) MNMpoBepka rpaduka OTnyckoB

OtBerT: a) TecTnpoBaHMe Ha NPOHUKHOBEHME

3. Kakon JoKyMeHT puKcupyeT pesynbTaTbl TECTUPOBAHUSA CUCTEMbI HA YA3BUMOCTIN?
a) AKT npoBefeHHbIX paboT

b) OTyeT 06 0BGHapYXEHHbIX YA3BUMOCTAX

c) NpoTokon ncnbiTaHnn

d) Bce nepeuvncneHHble

OrtBerT: d) Bce nepeyncneHHole

4. Kakon nHctpymeHT HE ncnonesyetca ana cbopa gaHHbIx npu uccnegosannm Nb?
a) Nmap



b) Wireshark

c) Metasploit

d) Microsoft Excel (6e3 cneunanuampoBaHHbIX HAACTPOEK)

OteeT: d) Microsoft Excel (6e3 cneunannanpoBaHHbIX HAACTPOEK)

5. Kakon pasgen gomkeH 6biTb B OTY4ETE O NPOBEAEHHOM 3KcnepumeHTe no NB?
a) Llenn n 3agayv nccnegosaHus

b) MeTogonorna TectupoBaHus

c) Mony4yeHHble pe3ynbTaThl

d) Bce nepeyncneHHble

OrtBerT: d) Bce nepeyncneHHole

6. Kakon meToa npumeHsieTcs Ans MogenmpoBaHna atak Ha MHAPOPMAaLMOHHYO cuctemy?
a) CoumanbHbI onpoc

b) Red Teaming

c) AHanus foros

d) iHBeHTapusauusa obopyaoBaHus

OtBeT: b) Red Teaming

7. Kakon napameTp oueHnBaeTCcs Npu TeCTUPOBAHUN CTOMKOCTU naponemn?
a) [lnnHa n cnoXxHocTb

b) YactoTta cmeHbI

c) LigeT nHTepdenca seoga

d) KonnyecTtBO NonbITOK BBOAA

OtBeT: a) [InnHa 1 CrnoXHOCTb

8. Kakon atan akcnepuMeHTa Bknto4YaeT o6paboTky 1 Bu3yanmsauunio AaHHbIX?
a) MNMopgroTtoska

b) NMpoBeaeHue nccnegosBaHnn

c) AHanua pesynbTaToB

d) [JokymeHTMpoBaHue

OtBeT: c) AHanu3 pe3ynLTaTtos

9. Kakon MHCTPYMEHT MCMNoSb3yeTca sl aHanuaa ceTeBoro tpadguka?
a) Wireshark

b) Nessus

¢) John the Ripper

d) Gimp

OteeT: a) Wireshark

10. Kakon Bug TeCTMpoBaHus No3BonsieT BbIABMTb OWNOKK B niornke paboTtbl MO?
a) dyHKUMOHaNbLHOEe TeCcTUpoBaHmne

b) KO3abunutu-TectupoBaHme

c) HarpysouyHoe TecTupoBaHue

d) A/B-TectnpoBaHue

OtBeT: a) DyHKUMOHANbHOE TECTUPOBaHUE

11. Kakon metoa HE oTHocuTcs Kk uccnegosaHusiv B oonactmn N6?

a) AHann3 ncxogHoro koga

b) Ctpecc-TectupoBaHue cuctemsol

C) NIayyeHne MHeHUs COTPYAHMKOB O KOPrOpaTUBHOM KyNnbType

d) MNMposepka koHpurypaumm firewall

OtBerT: ¢) MI3y4yeHne MHEHNS COTPYOHUKOB O KOPNopaTUBHOWN KyrbType

12. Kakon OKYMEHT COaepXXUT pekoMeHaauun no yCTpaHeHUo ya3BUMOCTEN?
a) OTyeT 0 TecTpoBaHUN



b) MonuTtuka 6esonacHocTM

c) TexHnyeckoe 3agaHve

d) WTaTHOEe pacnncaHue

OrtBeT: a) OT4eT 0 TECTUPOBaAHUMU

13. Kakon nokasatenb oOueHMBaEeTCs Mpu aHanu3e 3PGPEKTUBHOCTU CUCTEMbI OBHapyXeHUs
BTOp>XEHMUI (IDS)?

a) Konu4yecTtBo NoxHbIX cpabaTbiBaHWI

b) CkopocTb paboTbl MHTEPHETA

c) KonnyecTtsBo COTpyAHNKOB B KOMMaHUN

d) Pasmep Grogxeta otaena b

OTtBeT: a) KonnyectBo NOXHbIX cpabaTbiBaHUI

14. Kakon aTan akcnepumeHTa npeanonaraeT CpaBHEHWE pe3yrbTaToB C 3TaNIOHHbIMU 3HAYEHNAMN?
a) MNpoBegeHne n3amepeHun

b) Bepudumkaums gaHHbIX

c) NoarotoBka o6opyaoBaHus

d) HanncaHue otyeta

OrtBerT: b) Bepudumkaumsa gaHHbIX

15. Kakon MHCTPYMEHT ncnonb3yeTcs Ang aBToMaTuanpoBaHHOIO CKaHMPOBaHUS YA3BUMOCTEN?
a) OpenVAS

b) Photoshop

c¢) Microsoft Word

d) 1C:byxrantepus

OtBeT: a) OpenVAS

MNMK-5 Cnoco6GeH BbINOSMHATL paboTbl N0 co3aaHuio (Moaudcdukauum), ynpaBneHUo u
conpoBoxaeHuto UT-pewieHnn, ¢ Cnonb3oBaHNEM COBPEMEHHbIX A3bIKOB
nporpamMmmumpoBaHusi, NakeToB NPUKNaAHbIX NporpamMm MoaenMpoBaHUs MeTOA0B
napannenbHon o6paboTKM faHHbIX
1. Kakon a3bIk nporpaMmMmpoBaHns Yalle BCero Mcnonb3yetcs Ans paspaboTku Kpuntorpadmnyeckmx
anroputMoB?
a) Python
b) JavaScript
c) HTML
d) SQL
OrtBerT: a) Python

2. Kakon metoq napannensHon ob6paboTkn AaHHbIX NO3BONSIET YCKOPUTH BbINOMHEHUE Onepaumm
WwndpoBaHna?

a) MHoronoTo4HoOCTb

b) JlnHeniHoe nporpammmpoBaHue

c) Pekypcus

d) OOIT

OtBeT: a) MHOronoTo4YHOCTb

3. Kakom MHCTPYMEHT MCNonb3yeTca Ans MogenmpoBaHns yrpo3 nHopmaumoHHomn 6esonacHocTn?
a) MATLAB

b) Microsoft Word

c) Adobe Photoshop

d) AutoCAD

OteT: a) MATLAB

4. Kakon n3 nepeyucrneHHbIX MNakeToB MNpUKNagHbIX NporpamMm WUCMosnb3yeTcsa Ans aHanusa
3alluLLEeHHOCTU ceTen?



a) Wireshark

b) Microsoft Excel
c) CoreIDRAW

d) PowerPoint
OrtBert: a) Wireshark

5. Kakon s3blk nporpammupoBaHuss Hamboriee noaxoauT Ans pa3paboTknm cuctemM OBHapyXeHus
BTOpXeHun (IDS)?

a) C++

b) HTML

c) CSS

d) PHP

OtBeT: a) C++

6. Kakon meTtog napannenbHon obpaboTkuM OaHHbIX UCMNOMb3YEeTCA B pacnpenerieHHbIX cucTtemMax
3awmTbl MHopmaummn?

a) MapReduce

b) Bubble Sort

c) Binary Search

d) Quick Sort

OtBeT: a) MapReduce

7. Kakon WHCTPYMEHT no3BondeT MoAenupoBaTb aTakM Ha WMHAOPMAaUMOHHbIE CUCTEMbl AN
TECTUPOBaHUSA UX 3aLLNLLEHHOCTN?

a) Metasploit

b) Photoshop

c) AutoCAD

d) Microsoft Word

OrtBerT: a) Metasploit

8. Kakon a3bik nporpaMMmnpoBaHus UCNOMb3yeTCs Afsi HanMcaHUs CKPUNTOB aBToMaTtM3aumm 3agay
nHdopMaUnoHHON Be3onacHOCTN?

a) Bash

b) HTML

c) CSS

d) SQL

OtBeT: a) Bash

9. Kakon nakeT npuvKnagHbIX NporpaMmm UCnonb3yeTcs Ang MOAeNMpoBaHusa U aHanvsa anropuTtMoB
wnppoBaHna?

a) SageMath

b) Microsoft Excel

c) Adobe lIllustrator

d) PowerPoint

OtBeT: a) SageMath

10. Kakon meTtoa napannenbHon o06paboTkum [aHHbIX NPUMEHSIeTCa ONs YCKopeHust o6paboTku
BonbLumx 06beMOB noros 6e3onacHOCTM?

a) Apache Spark

b) Bubble Sort

c) Binary Search

d) Quick Sort

OrtBerT: a) Apache Spark

11. Kakon s3blk nporpaMmMupoBaHus Ucnonb3yeTcs And pa3paboTkun Be6-NpUoXeEHNn ¢ BbICOKUMMN
TpeboBaHnAMM K 6e30nacHOCTM?



a) Java

b) HTML

c) CSS

d) SQL

OrtBerT: a) Java

12. Kakon MHCTpPYMEHT mncnonb3yeTcs ANd MOAENMpPOBaHUS U aHannsa pUCKOB MHGOPMAaLMOHHOMN
6esonacHocTn?

a) RiskLens

b) Microsoft Paint

c) Adobe Photoshop

d) AutoCAD

OrtBerT: a) RiskLens

13. Kakon meToq napannenbHon o6paboTku AaHHbIX Ucnonb3yeTcs Ans obpaboTku TpaH3akuui B
Bnok4yenH-cnctemax?

a) KoHceHCcyCHble anropuTMbl

b) Bubble Sort

c) Binary Search

d) Quick Sort

OrtBerT: a) KoHceHcycHble anropuTMbl

14. Kakon a3blk nporpaMmmMmMpoBaHnS NCNOMNb3yeTcsa Ans pa3paboTkn MOAynen MexceTeBbIX 3KpaHOB
(firewall)?

a)C

b) HTML

c) CSS

d) SQL

Otget: a)C

15. Kakon nakeT npuknagHbiX nporpamMm MUCNonb3yeTcs And MOLEeNMPOBaHUS M aHanusa ceTeBblX
aTtak?

a) GNS3

b) Microsoft Excel

c) Adobe lllustrator

d) PowerPoint

OtBeT: a) GNS3

MK-7 OcyuwecTBnseT KOHUenTyanbHoe, (hyHKLMOHANbHOE U NIormyecKkoe NpoeKTMpoBaHue
CUCTEM cpeaHero U KpynHoro macwtaba u CroXxHocTu
1. Kakon atan npoektupoBaHusa VIb-cuctembl BkoyaeT onpeaesieHne OCHOBHbIX YTPO3 N PUCKOB?
a) KoHuenTtyanbHoe NpoekTupoBaHue
b) dnsmyeckoe npoekTupoBaHmne
c) Peanusauuns
d) TectnpoBaHue
OrtBerT: a) KoHuenTyanbHOe NpoeKkTupoBaHme

2. Kakon OOKYMEHT sIBNSIeTCA OCHOBHbLIM MPU KOHLENTYarnbHOM MPOEeKTUPOBaHMM CUCTEMbI 3aLUUTbI
MHopMauunn?

a) TexHuyeckoe 3agaHue

b) MonuTtuka nHpopmaumoHHon 6esonacHocTn

c) MpoeKkT apxmMTeKTypbl CUCTEMbI

d) Bce nepeuvncneHHble

OrtBerT: d) Bce nepeyncneHHole



3. Kakonm npuHumMn npoektupoBaHua Wb-cuctem npegnonaraeT pasgefieHne  MNosIHOMOYUKn
nonb3oBartenen?

a) MpuHUMN MMHUManNbHbIX NPUBUNETNIA

b) MpuHUMN N36bITOYHOCTK

c¢) MNpuHUMN 3WwenoHMpoBaHHOM 0BOPOHDI

d) MpuHUUN OTKPLITOCTU

OrtBerT: a) NpMHUMN MUHUMAarbHBIX NPUBUNEMNIA

4. Kakon KOMNOHeHT HE BxoauT B TUNOBYIO apXUTEKTYPY CUCTEMBI 3aLLUTbl MHpOpMaL MK KPYNHOIo
npeanpuaTmua?

a) Mogcucrema ngeHtTMdmkaumm n ayTeHTdmkaumm

b) NMogcuctema MoHUTOpPUHIA N ayauTa

c) NMogcuctema ynpasneHnsi nepcoHanom

d) Mogcnctema kpyntorpaduyeckon sawuTsl

OrtBerT: ¢) lNoacmuctema ynpasneHusi NepcoHanom

5. Kakon meToa ncnonb3yetcs AN OLEHKN PUCKOB npu npoektupoBaHmn Nb-cuctem?
a) SWOT-aHanus

b) FMEA-aHanua

c) AHanua gepesa yrpo3s

d) Bce nepeuvncneHHble

OrtBerT: d) Bce nepeyncneHHole

6. Kakowm craHgapT 4alwie BcCero MucCnonb3yeTcss Npu MNpPOEKTUPOBAHUM CUCTEM YyNpaBeHUs
MHdopMaunoHHon 6e3onacHoCTbO?

a) ISO 27001

b) ISO 9001

c) GOST R 34.10-2012

d) PCI DSS

OtBeT: a) ISO 27001

7. Kakon anemeHT HE oTHOCMTCA K (pyHKUMOHanNbHbIM TpeboBaHnAM npu npoektupoBaHun WUNb-
CUCTEMbI?

a) MNMopaepxka MHOroakTopHOM ayTeHTUdMKaLmm

b) Mpon3BoanTENBHOCTL CUCTEMBI

c) NuTerpaums c Active Directory

d) CooTtBeTcTBME BIOOKETY NpOEKTa

OtBerT: d) CooTBeTcTBME BIOOKETY NpoeEKTa

8. Kakon nogxoa k npoektnpoBaHuto WB-cuctem npegnonaraeT CO3gaHWe HECKOSTbKUX YPOBHEN
3alnNTbI?

a) dwenoHnpoBaHHas obopoHa

b) MMHMManNUCTUYHbIM nogxon

c) PeaktnBHbIM noaxoa

d) JeueHTpanu3oBaHHbIN NOAXO4

OtBerT: a) QwenoHMpoBaHHasi 060poHa

9. Kakor KOMMOHEHT SABMSETCHA KMYEBbIM B JIOMTMYECKOM MNPOEKTUPOBAHUM CUCTEMbI KOHTPOS
poctyna?

a) MaTpuua goctyna

b) XXypHan cobbiTui

c) Pe3epBHag konus

d) AHTmBupycHoe MO

OrtBeT: a) MaTtpuua goctyna

10. Kakon OOKyMEeHT oMKCUpYeT apXUTEKTYPHbIE peLleHns npu npoektuposaHum Nb-cnctemol?



a) MNMpoekT apxmuTekTypbl 6e3onacHoOCTU

b) TexHu4eckoe 3agaHve

c) Nonntnka 6esonacHoOCTU

d) PernameHT agMUHUCTpUpPOBaHNSA

OtBeT: a) NpoeKkT apxnTekTypbl 6e3onacHoCTn

11. Kakon meTog npoekTupoBaHus npeanonaraeT co3gaHne npoToTuna cuctemol 6es3onacHoCcTn?
a) NtepatuBHas paspaboTka

b) BogonagHasa mogens

c) Agile

d) Spiral model

OtseT: d) Spiral model

12. Kakon nokasaternb HE yuuTbiBaeTcs npy NpoekTnpoBaHnmn otkasoyctondmeblix b-cuctem?
a) Bpemsa BocctaHoBneHus nocne cbos

b) CtoumocTtb nuueHsum NO

c) KoadhdpunLMEHT rOTOBHOCTU

d) Jonyctumoe BpemMsi NpoOCToSA

OtBerT: b) CtoMmocTb nuueHsnn MO

13. Kakon KOMNOHEHT A0KeH ObiTb 06A3aTeNnbHO BKIOYEH B apXUTEKTYpY pacnpeaeneHHon Ub-
cucTembl?

a) LleHTp MOHMTOpUHra 6e3onacHocTn

b) JlokanbHble areHTbl cbopa AaHHbIX

c) Eannas cncrtema ayteHTMdmkaumm

d) Bce nepeuvncneHHble

OrtBerT: d) Bce nepeuncneHHole

14. Kakon ctaHgapT ONUCbIBAET NyyLllne NpakTUKM NPOEKTUPOBAHMS CUCTEM YNpaBreHnsa oCTyrnom?
a) ISO/IEC 27002

b) NIST SP 800-53

c) PCI DSS

d) Bce nepeuncneHHble

OtBerT: d) Bce nepeyncneHHole

15. Kakon npmHuun npoektnpoBaHus Mb-cuctem npegnonaraeT pasgeneHne npomsBoACTBEHHbIX U
TEeCTOBbIX cpea?

a) MpuHunn nsonaumm

b) MpuHUMN MUHMMaNBHBLIX NPUBKNEMNIA

c¢) MNpuHumn rnyGuHbl 3aLWnTbI

d) MprHLMN OTKPbITOCTK

OrtBerT: a) NpuHuMn n3onaumm

3apaHua pasgena 20.3 peKOMEHAYTCA K UCMNOMb30OBaHUK MpU  NpoBeAeHUMU
ANarHoCTUYECKUX pPaboT C Lenbl OLEHKN OCTaTOYHbIX pe3yribTaTOB OCBOEHUS AAaHHOM
AVUCLUMUNIINHBI (3HAHUW, YMEHUW, HABbLIKOB).



